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Getting Access to Collibra

How to Submit a Ticket Requesting Access to Collibra
This section explains how a user with a MedNet account can submit a Service Ticket requesting
access to the Compliance Access Request Tool (CART) in Collibra.

To initiate a ticket:

1. Gotothe UCLA Health MedNet Homepage (https://mednet.uclahealth.org)
2. Under the Frequently Used section, click on Optimization Requests from the Care Connect
sub-section

To start, your screen should look like this:

Number TIXO1255753 Ticket Type Service Request

Opened 08-07-2017 16:09:59
Department Human Resources - Temp Staffing Q } Opened by

Caller Contact # 310) 111-1111 State New

3. Edit the Short Description and Description section as follows:
Short Description field: CART Collibra Access
Description field:

e Ticket for OHIA Self-Service Engagement

e Name + AD Name of User(s) You may submit more than one user per request
¢ Name + AD Name of eachUser’s Direct/Executive Approver
e AD Group: OHIA Collibra_Prod_Everyone

The submitted ticket should look like this:

Short Description CART Collibra Access

Description | Ticket for Self-Service Engagement

Name and AD Name of User(s) : Bruin Bear (BBear)

Center of Excellence Long and Short Name: Office of Health Informatics and Analytics, OHIA
Name and AD Name of User’s Director/Executive Approver: Bruin Boss (BBoss)

AD Group: OHIA_Collibra_Prod_Everyone

*Service Level Agreement (SLA) is a max of 2 business days for users to get R access to the CART tool. If
you are unable to submit a service now request, please e-mail SelfServiceAnalytics@mednet.ucla.edu
with the above information, and we will submit a ticket on your behalf*
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CART DDR Dashboard
Once your Service Now request has been resolved, the specified users in the ticket will have Read
access to Collibra with their MedNet account and can now kick-off their CART DDR Request.

Navigate to the following link in Chrome: (https://uclahealth.collibra.com/). You will be prompted to
enter your MedNet e-mail, then your full e-mail login to access the Collibora Homepage

Sign in with your full email address.
B® Microsoft .
Sign in sabukishk@mednet.ucla.edu Use chrome as
sabukishk@mednet.ucla.edu |""""" | defaUIt browser

Can't access your account?

Access to Mednet email when off the Mednet network
Next requires multi-factor authentication. Click here for
more information.

*Please note if you are not already VPN'd or connected to the MedNet network, you will receive
a DUO Mobile notification to authenticate into Collibra*. Click Accept.

1. Upon logging in, navigate to the Dashboard button from the top left of the homepage

&« c & hitps;//uclahealth.collibra.com/dashboard Q Q e :

(2 Dashboard i Q Vs D tasks e ® o

2 <@

2. Click the carrot to expand the list of available dashboards on Collibra. Select CART DDR
Dashboard.

(=) Dashboard

CART DDR Dashboard ~

Q|

CART DDR Dashboard
Dashboard

ikt nn

3. Or, navigate using this hyperlink: CART DDR Dashboard

o8
What Is The DDR? Cohort Discovery Dashboard Bundle B“

Click Here To Submit A User Profile To Start Your DDR Access Request!

Approval Process % o

ME . st OHIA Investigator DDR Requests
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The CART DDR Dashboard is a landing page containing all related information, resources, and
workflow kick-offs relating to the DDR.

The first column of the CART DDR Dashboard has details about what the DDR entails and
information about the approval process after requesting access.
The second column of the dashboard has information about each of the bundles that are
available for provisioning. There are currently 3 different bundles that users can request access
to:

e Cohort Discovery Dashboard Bundle

e Discovery Data Repository Desktop Bundle

e Discovery Genomics Integration Desktop Bundle
The third column of the dashboard contains the button to kick-off a User Profile request,
training material and resources related to the DDR, and information about in-progress requests.

For more information on the bundles and what tools/data/software is included in each, please refer
to the CART DDR Dashboard.

Requestor Responsibilities

If you would like access to the DDR through one or more of the available bundles, you must have an
active User Profile in Collibra. *Please note, that a profile may be submitted on a user’s behalf
by proxy user who already has Collibra access, but the user who will be provisioned access
must eventually log into to accept the Compliance mandated Policy.* See below for the full
approval process:

SSA approves .
User Profile b User accepts
and assigns , DDR Policy

Submit Service
. Now ticket for
/ Approver

Fill out User
Profile and
select bundles

configuration data sets

EDMAS
Provisions
specified

access

User's OHIA
Director . Leadership
approves 4 approves

Submitting a User Profile
1. To kick-off the workflow and submit a User Profile, click the DDR User Profile Creation button

from the CART DDR Dashboard:
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Click Here To Submit A User Profile To Start Your DDR Access Request!

Training And Other Resources

Click here to view the DDR Training Material. This contains information and directions gn how 1o access the DDR based on what access yo

Deen pry oned.

2. A DDR User Profile Creation dialogue box will appear. Enter Name, AD, E-mail, Center of
Excellence, your Director/CAO’s name, select the desired DDR bundle(s), and a detailed
justification explaining how you intend to use the data. Click Submit.

DDR User Profile Creation

Seema Abukishk

AD Name *
SAbukishk
Email Address #

SAbukishk@mednet.ucla.edu

1 Andrew Weaver

Please select which DDR bundle you would like access to

Cohort Discovery Dashboard & Discovery Data Repository Desktop & Discovery Genomic Integration

Please explain your intended usage once access

The DDR may .only be used for Research, Public health or Health Care Operations (includes quality /
performance improvement) activities.
B I U S5 £ g5 = =2 - %0H S % 2

3. Your profile is now under review by the Self-Service Analytics team.

ng the aata. *

Insert Justification for bundie access here

*You will receive an e-mail naotification from Collibra prompting you to log in and complete your task
when your profile has been reviewed and approved + your data sets have been assigned by SSA.
See next section*
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Accepting Data Set Assignment/ Compliance Policy
When your profile has been reviewed and approved + data sets have been assigned by SSA, you
will receive an e-mail notification prompting you to log in and complete your task(s).

1. Click on Review Data Sets hyperlink from the e-mail

no-reply@collibra.com
Workflow Notifications
To M Abukishk, Seema S. (Contractor)

o If there are problems with how this message is displayed, click here to view it in a web browser.

= collibra

Assigned tasks

A net Review Data Sets ffask has been assigned to you. The associated
business ttem 1s DDR. - skid 09-07-2018 11:35. Please review your assigned
data sets.

2. This will route you to your profile in Collibra. Review your Data Set Assignments configured by
SSA/PM team. Click on the View Task on the green bar; a Review Data Sets window will pop
up. Click Accept.

2a. If you need clarification, type it in the text box and click Need Clarification. Your PM can
see your concerns documented in the Comment section of your profile and get back to you.

Review Data Sets

Please review your assigned data sets.

- % B ¢ %

Need Clarification
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3. An Accept Policy window will appear. Read through the Compliance mandated policy for the
DDR and click Accept. Since Collibra is AD integrated, no physical signature is required.

Accept Policy

Review and Accept Policy UCLA Health Discovery Data Repository (DDR) Access Agreement

I have a legal and ethical obligation to protect confidential information and shall only access,
use, or disclose any UCLA Health information in the performance of my assigned duties, and in
a manner which is consistent with UCLA Health System policies. If | violate UCLA Health System
policies, | understand that the University of California may, as applicable and as it deems
appropriate, pursue disciplinary action against me up to and including termination from the
University of California.

TO OBTAIN ACCESS PRIVILEGES, USERS MUST AGREE TO THE FOLLOWING TERMS | understand and
acknowledge that:

1. While all the PHI identifiers except dates have been removed or cryptographically transformed, the
random shifting of dates does not constitute de-identification as required by HIPAA. Thus, DDR is
considered to be a Limited Data Set and, as such, is still PHI.

2.1 will not attempt to re-identify the partially de-identified DDR data.

3.1 will not export data from DDR.

4. If | need any corresponding identified data for DDR o for clinical purposes, | will contact OHIA o for
research, | will use the CTSI Honest Broker service

2018-09-27

4. Once you have accepted your Data Set Assignment and Policy, your Data Access Request will
be reviewed by your specified Direct Approver and OHIA Leadership. Collibra will notify you
when your request has been completed.

Direct Approver Responsibilities

1. Click the Director Approval hyperlink in the e-mail. This will route you to the user’s profile in
Collibra where you can review the data sets assigned to the user by the SSA Team/PMs.

_——l:'—_- collibra-

‘Workflow Notifications September 27, 2018

Assigned tasks

A new E Eirector A%groval #ask has been assigned to you. The associated business item is DDR - seema
abukis -27- :59. Review and approve the requested data sets for seema abukishkk

2. Review the Data Set Assignment section of the profile
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Data Set Assignment

Data Access Request For Data Set Grants Access Right

DOR - seema abukishkk 09-27-...  DDR - Discovery Data Mart, DDR - Genomic Files, DDR - OHIA Investigat.. # ¥ C. Production Read Only

2a. If you need to know any information on the data sets, hover and click on the Data Set name.
This will route you to the specific data set page where you can see information on the status of
the data set, description, security categories, enabled filters, asset details, etc.

DDR - Discovery Data Mart

Type: Data Set © Status: Activated - Enterprise More~

Description

The DDR Data repository data mart contains partially de-identified and date-shifted patient UCLA Health electronic medical records from January 1st, 2016 through January 31st, 2018. Currently the data mz
Allergy, Diagnosis Events, Encounter Events, Immunization Events, Lab Component Results, Medication Orders and Procedure Orders.

Alias

DDM

Access Type Self-Service

Azure Big Data Platform

Certified

true

DS accessed by OHIA APP OHIA ONLY - Applications

Namea Domain Description
Discovery Data Repository De..  CART Categories The Discovery Data Repository Desktop provides a user with the following tools and software for discovery and analysis:
Discovery Genomic Integratio... CART Categories The Discovery Genomic Integration Desktop provides a user with the following tools and software:

DS includes OHIA SC OHIA ONLY - Security Categories

Name s Domain Description

No RI + Limited PHI CART Categories Excludes data from restricted departments (e.g NPH), encounters, and patients. Excludes PHI elements (e.g name, MRN, street addrt

Madarstahs carivad
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3. Once you have reviewed the profile, Click View Task from the green bar across the top of the
page and click Approve on the Director Approval pop-up window.

Director Approval

Review and approve the requested data sets for seema abukishkk

Have any questions or co

If approved, | agree to accept accountability for the applicant’s actions, breaches of this contract, and
any breaches of UCLA Health policies regarding information security and patient privacy. | understand
this could result in financial liability to my department.

B I U
I

2
Reject Questions Approve I

3a. If you have any questions or concerns, type them in the text box and click Questions button.
All conversations in Collibra are documented in the Comments section of the user’s profile.

3b. If you need to reject this request altogether for your employee, click Reject. This will end the
workflow.
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